IT Policy



Computer Usage Policy

1. Purpose: The purpose of this policy is to establish guidelines for the proper use of computers
in the office.

2. Scope: This policy applies to all employees and contractors who use computers in the office.
3. Responsibilities:

e Employees and contractors are responsible for using computers in a manner that is
consistent with the goals and objectives of the organization.

e Employees and contractors must comply with all computer usage policies and procedures
established by the organization.

e Employees and contractors must report any suspected or actual misuse of computers to
their supervisor or the IT department.

4. Acceptable Use:

e Computers must be used for business purposes only. Personal use of computers is not
permitted during working hours unless specifically authorized by a supervisor.

¢ Employees and contractors must not download or install unauthorized software on office
computers.

e Employees and contractors must not use office computers to access inappropriate websites
or engage in any illegal or unethical activity.

5. Data Security:

e Employees and contractors must not disclose confidential or proprietary information on
office computers.

o Employees and contractors must use secure methods of communication when transmitting
sensitive information.

6. Computer Maintenance:

e Employees and contractors must not make any unauthorized changes to the settings or
configurations of office computers.

e Any issues with office computers should be reported to the IT department.
7. Violations:

e Any violations of this policy may result in disciplinary action, up to and including termination
of employment or contract.

e Any employee or contractor who becomes aware of a violation of this policy must report it
to their supervisor or the IT department.



Company Asset Handover policy

1. Purpose: The purpose of this policy is to establish guidelines for the proper handover of
company assets.

2. Scope: This policy applies to all employees and contractors who are responsible for company
assets.

3. Responsibilities:

e Employees and contractors are responsible for ensuring that company assets are properly
handed over when they leave the organization.

e Employees and contractors must complete a company asset handover form and return all
company assets in their possession when leaving the organization.

e Employees and contractors must inform their supervisor or the designated point of contact
of their intention to leave the organization and provide their contact details for future
reference.

4. Asset Handover Process:

e When an employee or contractor leaves the organization, they must return all company
assets in their possession to their supervisor or the designated point of contact.

e The employee or contractor must complete a company asset handover form, indicating the
assets being returned and their condition.

e The supervisor or designated point of contact must verify the returned assets and ensure
that they are accounted for in the company's asset register.

e If any company assets are not returned, the employee or contractor will be liable for the
cost of replacement.

5. Asset Return:
e Company assets must be returned in good condition, except for normal wear and tear.

e Any damage to company assets must be reported to the supervisor or designated point of
contact before the assets are returned.

6. Violations:

e Any violations of this policy may result in disciplinary action, up to and including termination
of employment or contract.

e Any employee or contractor who becomes aware of a violation of this policy must report it
to their supervisor or the designated point of contact.



IT Management Policy

1. Purpose: The purpose of this policy is to establish guidelines for the management of the
organization's information technology (IT) assets.

2. Scope: This policy applies to all employees and contractors who use or manage IT assets.
3. Responsibilities:

o The IT department is responsible for managing and maintaining the organization's IT assets,
including hardware, software, and networking equipment.

e Employees and contractors are responsible for using IT assets in a manner that is consistent
with the goals and objectives of the organization.

e Employees and contractors must comply with all IT policies and procedures established by
the organization.

4. IT Asset Management:

e The IT department is responsible for maintaining an up-to-date inventory of all IT assets and
their location.

e The IT department must ensure that all IT assets are properly configured, maintained, and
secured.

o The IT department must ensure that all IT assets are used in a manner that is consistent with
their intended purpose.

5. Software Licensing:

e The IT department is responsible for ensuring that all software used by the organization is
properly licensed.

e Employees and contractors must not download or install unauthorized software on company
devices.

6. IT Support:

e The IT department is responsible for providing support to employees and contractors who
encounter issues with IT assets.

e Employees and contractors must report any issues with IT assets to the IT department as
soon as possible.

7. Violations:

e Any violations of this policy may result in disciplinary action, up to and including termination
of employment or contract.

e Any employee or contractor who becomes aware of a violation of this policy must report it
to the IT department.



Company Staff Asset Policy

Purpose: The purpose of this policy is to establish guidelines for the use and management of
company-owned assets by employees.

Scope: This policy applies to all employees who are issued company-owned assets, including
laptops, phones, tablets, and other equipment.

1.

Responsibilities:

Employees are responsible for the proper care and maintenance of company-owned assets
in their possession.

Employees must use company-owned assets in a manner that is consistent with the goals
and objectives of the organization.

Employees must report any issues with company-owned assets to their supervisor or the
designated point of contact.

Asset Issuance:

Company-owned assets will be issued to employees on a temporary basis.
Employees must sign a receipt for any company-owned assets in their possession.
Asset Return:

Employees must return company-owned assets to their supervisor or the designated point
of contact when leaving the organization.

Employees must return company-owned assets in good condition, except for normal wear
and tear.

Any damage to company-owned assets must be reported to the supervisor or designated
point of contact before the assets are returned.

Asset Loss or Theft:

Employees must report any loss or theft of company-owned assets to their supervisor or the
designated point of contact as soon as possible.

Employees may be held financially responsible for the replacement cost of lost or stolen
assets.

Violations:

Any violations of this policy may result in disciplinary action, up to and including termination
of employment.

Any employee who becomes aware of a violation of this policy must report it to their
supervisor or the designated point of contact.



Access Control Policy

Purpose: The purpose of this policy is to establish guidelines for controlling access to the
organization's information assets.

Scope: This policy applies to all employees, contractors, and other stakeholders who have access
to the organization's information assets.

1. Responsibilities:

e The IT department is responsible for managing and maintaining the organization's access
control system.

e Employees and contractors are responsible for using the access control system in
accordance with their roles and responsibilities.

e Employees and contractors must not disclose their login credentials to others.
4. Access Control System:

e The organization's access control system will be used to manage and restrict access to
information assets.

e Access to information assets will be granted on a need-to-know basis, based on the
employee's or contractor's role and responsibilities.

e Access to information assets will be regularly reviewed and updated as necessary.
5. Password Management:

e Employees and contractors must create and maintain strong passwords for their user
accounts.

e Passwords must be kept confidential and must not be shared with others.
e Employees and contractors must use two-factor authentication when available.
6. Access Revocation:

e Access to information assets may be revoked at any time, with or without notice, at the
discretion of the IT department or the employee's or contractor's supervisor.

e Access will be revoked when an employee or contractor leaves the organization or when
their role and responsibilities change.

7. Violations:

e Any violations of this policy may result in disciplinary action, up to and including termination
of employment or contract.

e Any employee or contractor who becomes aware of a violation of this policy must report it
to the IT department or their supervisor.



Policy for Removable Media Management

Purpose: This policy establishes guidelines for the use and management of removable media in the
organization. The purpose of this policy is to ensure the confidentiality, integrity, and availability of
sensitive information and prevent unauthorized access or disclosure of data through the use of
removable media.

Scope: This policy applies to all employees, contractors, consultants, and vendors who have access
to removable media devices used for business purposes.

Policy:
1. Authorization and Approval
1.1. Use of removable media must be authorized by the employee's supervisor or the IT department.

1.2. The IT department must approve the use of all removable media devices that are not company
owned.

1.3. The IT department must maintain a record of all approved removable media devices, including
make, model, and serial number.

2. Acceptable Use
2.1. Removable media may only be used for business-related purposes.

2.2. Employees must not use personal removable media devices for business purposes unless
authorized by the IT department.

2.3. Removable media must not be used to store confidential, sensitive, or proprietary information
unless authorized by the employee's supervisor and the IT department.

2.4. Employees must not use removable media devices to circumvent network security controls,
download unauthorized software, or install malicious code.

3. Security Controls
3.1. All removable media devices must be encrypted with strong encryption algorithms.

3.2. Employees must not disable or circumvent any security controls implemented on removable
media devices.

3.3. All data stored on removable media devices must be backed up regularly and stored in a secure
location.

3.4. Removable media devices must be scanned for viruses and malware before use.



4. Physical Protection
4.1. Removable media devices must be stored in a secure location when not in use.

4.2. Employees must not leave removable media devices unattended in public areas or unsecured
areas.

4.3. Removable media devices must be kept away from magnets, heat, and moisture.
5. Reporting and Incident Management

5.1. Employees must report any lost or stolen removable media devices to their supervisor and the
IT department immediately.

5.2. The IT department must conduct an investigation and take appropriate actions to mitigate any
risks associated with the loss or theft of removable media devices.

5.3. Employees must report any suspected security incidents involving removable media devices to
the IT department immediately.

6. Enforcement:

Failure to comply with this policy may result in disciplinary action, up to and including termination of
employment, and may also lead to legal consequences.



Policy for Disposal of Media

Purpose: This policy establishes guidelines for the secure disposal of media containing sensitive or
confidential information. The purpose of this policy is to ensure that information is not accessible to
unauthorized individuals after it is no longer needed or required by the organization.

Scope: This policy applies to all employees, contractors, consultants, and vendors who have access
to media containing sensitive or confidential information.

Policy:
1. Identification of Media to be Disposed of

1.1. Employees must identify all media containing sensitive or confidential information that is no
longer needed or required by the organization.

1.2. The IT department must maintain an inventory of all media containing sensitive or confidential
information, including the type of media, location, and date of disposal.

2. Disposal Methods

2.1. Media containing sensitive or confidential information must be disposed of in a secure manner
that renders the information unreadable and unrecoverable.

2.2. Disposal methods may include physical destruction, degaussing, or overwriting with industry-
standard software.

3. Responsibility for Disposal

3.1. The IT department is responsible for ensuring that all media containing sensitive or confidential
information is disposed of securely.

3.2. Employees must not dispose of media containing sensitive or confidential information unless
authorized by the IT department.

3.3. The IT department must ensure that all third-party vendors who handle media containing
sensitive or confidential information are in compliance with this policy.

4. Training and Awareness

4.1. All employees who handle media containing sensitive or confidential information must receive
training on the proper disposal methods.

4.2. The IT department must provide regular reminders and updates on this policy to ensure that
employees are aware of their responsibilities.



5. Record Keeping

5.1. The IT department must maintain records of all media containing sensitive or confidential
information that has been disposed of, including the method of disposal and the date of disposal.

5.2. Records must be retained for the length of time required by local, state, and federal regulations.

Enforcement:

Failure to comply with this policy may result in disciplinary action, up to and including termination of
employment, and may also lead to legal consequences.



Policy for Physical Media Transfer

Purpose: This policy establishes guidelines for the secure transfer of physical media containing
sensitive or confidential information between individuals or locations. The purpose of this policy is to
ensure the confidentiality, integrity, and availability of sensitive information and prevent
unauthorized access or disclosure of data during physical media transfer.

Scope: This policy applies to all employees, contractors, consultants, and vendors who have access
to physical media containing sensitive or confidential information.

Policy:
1. Authorization and Approval

1.1. The transfer of physical media containing sensitive or confidential information must be
authorized by the employee's supervisor or the IT department.

1.2. The IT department must approve the use of all physical media for transfers that is not company-
owned.

1.3. The IT department must maintain a record of all approved physical media for transfer, including
make, model, and serial number.

2. Secure Packaging and Transport

2.1. Physical media containing sensitive or confidential information must be packaged securely to
prevent damage or loss during transport.

2.2. Packages must be sealed and labeled with the recipient's name, address, and phone number.

2.3. Packages must be sent through a reliable courier service or delivered in person by an authorized
individual.

3. Tracking and Verification

3.1. The IT department must maintain a record of all physical media transfers, including the type of
media, sender, recipient, and date of transfer.

3.2. The recipient must verify the contents of the package upon receipt and report any discrepancies
to the sender and the IT department immediately.

4. Encryption and Access Controls

4.1. Physical media containing sensitive or confidential information must be encrypted with strong
encryption algorithms.



4.2. Access to physical media containing sensitive or confidential information must be restricted to
authorized individuals only.

4.3. Physical media containing sensitive or confidential information must be stored in a secure
location when not in use.

5. Incident Management and Reporting

5.1. Employees must report any suspected security incidents involving physical media containing
sensitive or confidential information to the IT department immediately.

5.2. The IT department must conduct an investigation and take appropriate actions to mitigate any
risks associated with the suspected security incident.

Enforcement:

Failure to comply with this policy may result in disciplinary action, up to and including termination of
employment, and may also lead to legal consequences.



THE End



